cessing of credit card payments by Chang's
customers. The agreement also obligated
Chang's to reimburse the bank for any fees,
fines, penalties or assessments incurred by
the bank in talcing remedial credit and iden
tity theft steps arising from the data breach.
After Chang's experienced a data breach,
the backers exposed its customers' credit
card information on the internet. As a re
sult, the bank issued a $1.9 milJion assess
ment against Chang's, representing to the
costs that the bank wouJd have to incur to
Chang's customers for reimbursements and
credit and identify theft remediation.
Chang"s tendered the claim under its cy
ber policy. but its carrier (Federal) denied
the claim.
The court upheld Federal's denial of the
claim on the ground that the policy, like
many traditional insurance policies, exclud
ed reimbursement for obligations, which
Chang's had assumed under its contract
with the bank. In other words, the custom-

ary exclusion for liability assumed under a
contract crune into play and foreclosed coverage.
Another general principle of insurance
law foreclosed coverage under a cyberinsurance policy in Travelers Pro perty Casualty Co. v. Federal Recove,y Services, 103
F. Sopp. 3d 1297 (D. Utah 2015). In that
case, the insured bad entered into a contract
with a fitness company whereby it was to
handle the electronic dues payments for the
fitness company.
After the fitness company u-ansferred its
busines:. to a former competitor, it request
ed that the insured transfer its electronic
payment information 10 its successor. The
insured refused, claimjng that it was owed
additional compensation for its services.
When the fitness company sued the insured,
it tendered its defense to Travelers.
The court detennined that no defense was
owed under the cyber policy. This was be
cause the cyber policy only obligated Trav-

elers to defend if its insured was sued for
damages arising from any ·'error, omission
or negligent act." Focusing on the firness
company's alJegations thru. the insured had
withheld the rerum of the electronic payment
information knowingly and intentionally e sentially holding it hostage to the payment
of additional compensation- the court held
that the alleged acts did not fit within the cov
erage grant. See also Resource Bankshares
Corp. v. St. Paul Mercury Ins. Co., 407 F.3d
631. 635 (4th Cir. 2005).
Peter S. Selvin is a
Partner at Ervin
Cohen & Jessup UP
and head ofthe
Firm's Insurance
Coverage and
Recovery
Department. You can
reach him at
pselvin@ecjlaw.com

Reprinted with permission from the Dally ]ourrUJI. 02018 Daily Journal Corporation. All rights re,erved. Reprinted by ReprintPros 949-702-5390.

