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Introduction 

There may be occasions when you need to directly access your emails on the Mimecast 
system, be that in a DR situation, when you are working remotely and require temporary 
access, or when searching for historical and archived emails within the Mimecast Email 
Archive. 

Mimecast provides an always-on email facility that is accessible through an easy to use web 
interface. 
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Logging On 

Standard Login 

To connect to the Mimecast Online service, open your web browser and enter the 
appropriate URL (web address): 

• https://service-uk.mimecast.com (for EU customers) 

• https://service-us.mimecast.com (for NA customers) 

• https://service-za.mimecast.com (for SA customers) 

• https://service.mimecast-offshore.com (for Offshore customers) 

Once the page has loaded, you will be presented with the main login screen: 

1. In the ‘Email Address’ field, enter your email address.  This should be the email address 
you usually use to send and receive email 

2. For the ‘password’ field, there are two possible passwords that you can have.  One is a 
password that is set up for you by your Mimecast administrator as a ‘local’ password 
and one is your usual Directory/Network password.  If your email servers are down, 
then you will need to login using a ‘local’ password. 

3. Click the Login button. 

https://service-uk.mimecast.com/�
https://service-us.mimecast.com/�
https://service-za.mimecast.com/�
https://service.mimecast-offshore.com/�
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OpenID Login 

Mimecast now supports the use of OpenID for access to the Mimecast Personal Portal. 

OpenID is a decentralized authentication protocol that makes it easy for people to sign up 
and access web accounts.  There are multiple OpenID providers, such as VeriSign Labs, 
Google, Yahoo etc.  For further information on OpenID, visit www.openid.net. 

For further information on OpenID visit www.openid.net. 

In order for you to utilize OpenID, you will first need to adjust the settings within MPP to 
recognize your OpenID. 

1. Login with your usual network username and password 

2. Click on Settings in the left hand navigation menu to launch the settings screen: 

3. Enter your OpenID username into the OpenID field 

4. Click Apply Settings 

5. Click Logout 

6. You will now be returned to the main login screen 

7. Remove any values contained within the Email Address and Password fields 

8. Click on the box next to Use OpenID 

9. This activates the OpenID field 

10. Enter your OpenID username into the field and click Login 

http://www.openid.net/�
http://www.openid.net/�
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Changing Your Local Password 

You can log into MPP using either your Directory password or a Local password, initially set 
up for you by your Administrator. 

Via Settings, you can alter your Local password. 

1. Click on Settings in the left hand navigation menu to launch the settings screen: 

2. Enter your current local password into the Previous Password field 

3. Enter your new local password into the New Password field.  Note that the passwords 
cannot be the same – you will receive an error message when you submit the change.  
Additionally, if you do not have a Local password, it cannot be created using this 
function.  Your Administrator should create your initial password which you can then 
alter 

4. Enter your new local password into the Confirm Password.  Note that the value in the 
New Password field and this field should be the same or you will receive an error 
message when you submit the change 

5. Click Change Password button at the bottom of the Settings window 
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The Interface 

The Mimecast Personal Portal consists of a navigation menu on the left and your messages 
on the right. 

Each frame is an independent scrollable region and they may expand in height and width to 
any length.  Scrollbars will appear within the frame as required to allow the full content of 
the frame to be viewed. 

Navigation Menu 

This frame consists of two sections.  The first section relates to a variety of options which 
are described below.  The second section relates to your messages and is covered later in 
this document. 

• Compose 

Allows you to create new messages 

• Archive Search 

Gives you the ability to search your entire archive 

• Permitted Senders 

Displays a list of permitted senders, whether they are automatically added by 
your Mimecast administrator or manually added by you 

x 

• Settings 
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Gives you the ability to enter your OpenID information, for external verification, 
set the location of your preview pane and to change your Local password 

• Logout 

Logs you out of MPP 

The View Frame 

The right hand frame contains the views for the options you select in the navigation menu, 
such as composing an email and reading an email. 

Online Inbox is displayed by default. 

Forwards and Backwards 

It is important to note that your Mimecast session is seen as a single webpage (regardless of 
the amount of navigation you do within the Mimecast application).  Using the browser 
Refresh and Back controls will cause your web browser to refresh your Mimecast session or 
redirect you to the webpage you were on before starting your Mimecast session. 

Session Expiry 

Mimecast user sessions are set to expire after a period of inactivity (generally more than an 
hour of inactivity). 
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Your Email 

As standard, MPP displays your email archive in two main folders : Online Inbox and Online 
Sent Items. 

Online Inbox 

This folder contains all messages you have received, from when your organization first 
implemented Mimecast. 

By default your messages are displayed in date order, with the latest received displayed 
first. 

Online Sent Emails 

This folder contains all messages that you have sent, from when your organization first 
implemented Mimecast.  If your organization selected the option to utilize Mimecast Data 
Ingestion Services, you will also be able to see messages from before the implementation of 
Mimecast. 

By default your messages are displayed in date order, with the latest received displayed 
first. 

Smart Folders 

Mimecast allows administrators to create Smart Folders.  These folders contain messages 
that meet specific content criteria and you may be able to view content of messages that 
aren’t sent directly to you.  If your administrator has created any of these folders for you to 
access, they will be listed under Smart Folders. 

Common Navigation 

Most folders have the same toolbars to assist you in configuring your message views. 

Display Toolbar 

This toolbar allows you to see information about each email, sort via any of the columns and 
alter how many messages you see on each page: 

To sort a column, simply click on the column name.  To alter the number of messages 
displayed on each page, click on the down arrow for Page Size and select from 5 to 50. 

To navigate through the various pages of messages, click on the left or right arrows to go 
backwards or forwards.  To jump to the very first or very last page, click on the left or right 
arrow with a line next to it. 
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You can also select multiple emails to forward by clicking on the checkbox next to each 
message you wish to forward and then clicking on the Forward button. 

Remember, you are unable to delete items from your archive! 

Search Toolbar 

You have the ability to search your messages using the Search Toolbar:  

By default, Mimecast will search all messages received within the last year.  You can alter 
this time period by clicking on the arrow next to the 1 Year and selecting an alternative time 
period (from Today to 30 Years).  You can also specify a time period by clicking into the From 
and To date boxes and selecting a specific date from the calendar. 

The search field allows you to enter text to search for in your messages.  You can utilize an 
asterisk (*) as a wildcard, which allows you a wider search capability. 

For example, if you were looking for messages that contained the words information and 
info, you could enter info* into the search box and the asterisk will ensure that every 
message that contains a word starting with info would be returned. 

Icons 

There are a number of icons within MPP: 

Blue Dot  Message is in the Archive 

Green Dot  Message is an Active Message 

Forward Arrow  Message Forwarded 

Backward Arrow  Message Replied To 

White Square with Red Mark  Internal Message 

White Square with Paperclip 
 

 Message with Attachment 

Preview Pane 

MPP provides the option of a preview pane, allowing you to split the display to show a list of 
messages and a preview of a selected message in the same window. 
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To set your preview pane preferences, click on Settings in the navigation pane:  

The preview pane can be set to appear Below List, On Right or None.  If you select None, 
when you click on a message in a list, the message will open in a new tab.  Remember to 
click Apply Settings once you have made your selection. 

Each folder can have a different preview pane setting.  To set different preview panes for 
each folder, simply select the folder in the navigation menu and then select settings.  The 
setting will apply to the folder that is currently selected. 

Home Page 

MPP gives you the option to select the view you would like when you first log in.  You can 
select from: 

• Online Inbox 
• Online Sent Items 
• On Hold List 
• Permitted Senders List 
• Rejections Viewer 
• Bounce Viewer 
• Release Request Viewer 

To set your home page preferences, click on Settings in the navigation pane: 

Select your required home page and click on the Apply button. 
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Messages 

When you view any of the standard folders, for example Online Inbox and Online Sent 
Items, you have an additional toolbar to allow you to refresh, reply, reply to all or forward 
messages: 

Included in the toolbar is a Refresh option, allowing you to refresh the list of messages to 
ensure you are viewing any recent messages received or sent. 

Compose a Message 

Clicking on Compose presents you with a blank message: 

You have the usual email controls within the Compose window, such as To, CC and Subject.  
The main body of the message has various text options, such as font, font size, as well as a 
variety of formatting options, such as color, numbering etc. 

Across the top, you have the following buttons: 

• Send 

Sends the message to the address(es) specified in the To, CC and BCC fields 

• Attach 

With MPP, you can attach any files to your message by clicking the Attach 
button.  This expands the Attachments section: 

You can then click on the Browse button, locate and attach the required files 
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• Address 

MPP gives you the ability to utilize either the Global Address List or your 
recently sent addresses.  When you click on the Address button, a new window 
appears: 

You can select either Global Address List or Recent to search for email 
addresses.  Enter text to search into the search field and select the correct 
address from the list, then click To, CC or BCC.  Once you have finished entering 
the addresses, click Done and you will return to your message 

MPP also has an auto-fill capability, using your Recent list to complete email 
addresses as you type.  If you type directly into the To field within the Compose 
window, MPP will auto-fill based upon the characters you type 

• Show BCC 

This button will display the BCC field in the Compose window, allowing you to 
type email addresses directly into the field.  

You also have the ability to enter BCC email addresses when you click the 
Address button 

• Plain Text 

By default, the Compose window will allow you to create messages in HTML.  
Should you wish to create a message in plain text, click the button and the 
compose screen will convert to plain text mode 
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Reply to a Message 

When you are viewing a message, either via the viewing pane or via a separate tab, you can 
select the Reply or Reply All button.  By default, your response will be in Plain Text, however 
you can change this simply by clicking on the Rich Text button. 

All the other options are the same as for composing a new message. 

Forward a Message 

You also have the option to forward one or multiple messages onto other recipients. 

To forward a single message, simply click on the message you wish to forward and the click 
on the Forward button. 

To forward multiple messages, click on the box next to each message to mark the messages.  
Once you have selected all the required messages to forward, click on the Forward button.  
The messages you have selected will be created as attachments to a new message. 

 

 

 



 

© Mimecast Ltd, 2010 Mimecast Personal Portal User Guide v 2.0 Jun 10 Page | 17 

Searching Your Archive 

MPP not only gives you the flexibility of being able to send and receive messages, you are 
also able to search your archive. 

The Mimecast archive contains all messages that have been sent and received since 
Mimecast was deployed.  If your organization has ingested historical data via Mimecast Data 
Ingestion Services, you will be able to see messages from before this date. 

You can also save the parameters of a search, giving you the capability to re-run the search 
without having to complete the screen again. 

Create a Personal Search 

1. Click on Archive Search in the left hand navigation pane 

2. This will display the Personal Search screen: 
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3. The first field, Search Text, gives you the ability to search for text in a variety of places 
within a message.  You have the ability to search for specific text or alternatively, 
utilize the wildcard search ability as follows : 

• Use (space) between words to enact the AND option 

word1 word2 word3 

• Use (OR) between words to enact the OR option 

word1 OR word2 OR word3 

• Use (!) before words to enact the NOT option 

word1 !word2 !word3 

• Use ("word phrase") to search on phrases 

"two words" 

• Wildcards (*) and single character wildcards (?) can also be used to broaden 
search options but not as the first or second character 

4. Next, you need to select where you want Mimecast to search for the text that you’ve 
entered: 

• Subject Line 

• Message Headers 

• Message Body 

• Attachments (searches inside the attachments for the text) 

• Attachments Name 

• Attachments Type (e.g. PDF, doc, xls etc) 

5. Search Filters and Options allows you to further tighten criteria for matching 
messages, by allowing you to enter: 

• Individual Search Options 

Select to search all emails or only those received/sent 

• From Date 

Specify a date and time from which the search should start 
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• To Date 

Specify an end date and time for the search 

• Route Filter 

Select to search all routes, inbound messages, outbound messages or internal 
messages 

• Result Sort Order 

Allows you to pre-sort the results by any of the following columns: 

6. To search the archive with your criteria, simply click the Search button at the top of 
the Personal Search window. 

The results are displayed in a new tab within MPP called Search Results.  From within this 
tab, you have the following buttons:  

Additionally, you can forward multiple emails from the results list by clicking in the box next 
to the relevant emails, see how many you have selected and then select the Forward 
button: 

Create a Saved Search 

Saving search parameters gives you the ability to run a search over and over again, without 
having to complete the search screen each time. 

The steps to creating a saved search are similar to those for creating a personal search.  In 
the first instance, you need to complete all the relevant fields, as described in Create a 
Personal Search. 
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Once you have completed your fields, enter a name for your saved search in the Save 
Options | Description field at the bottom of the Personal Search window: 

Finally, click on the Save Search button at the top of the window: 

Your search will now be saved under Personal Search Folders in the left hand navigation 
menu. 

Accessing your Saved Searches 

To access your saved searches, simply click on Personal Search Folders in the left hand 
navigation menu: 

This brings up a list of searches that have been saved in the “root” folder, i.e. not filed under 
any folders: 

To access the results of your search, simply click on the search.  Your results will be 
displayed in a new tab. 
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Managing your Saved Searches 

MPP gives you the ability to organize your searches into folders, allowing you to easily group 
similar searches together.  There is no limit to the amount of folders or level of hierarchy 
you can create. 

Create a Folder 

To create a new folder, click on the New Folder icon, enter a name/description for your 
folder and then click on create: 

Your folder will now be displayed in the navigation menu: 

Note: If you select Personal Search Folders and then click New Folder, the folder will appear 
directly under Personal Search Folders.  If you click on another folder name (for example 
Another Folder, as above), then click New Folder, the new folder will be created under the 
folder you selected (for example Secondary Folder, as above). 

Move a Folder 

To change the location of a folder within the Personal Search Folders hierarchy, simply 
select the folder you wish to move and click the Move Folder icon.  The Select A Folder 
window will appear: 

To move a folder, simply expand the Personal Search Folders tree in the window and select 
the relevant high level folder that your folder should be moved under. 
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Edit Folder 

You can rename a folder you have created by clicking on the folder in the Navigation Menu 
that you wish to rename and clicking the Edit Folder button to display the Edited Folders 
window: 

Change the name in the Description field and click the Update button.  Your folder is now 
renamed.  

Delete Folder 

You can delete a folder from your Personal Search Folders.  This will also delete any saved 
searches within the folder. 

When you select the Delete Folder button, MPP will ask you to confirm the request: 

Click OK if you wish to remove the folder.  Remember that any searches within the folder 
will also be removed.  

Editing a Saved Search 

If you wish to change the parameters within a search you have already saved, you can right 
click on the search and select Edit Search from the menu: 

You also have the ability to Move and Delete the search from this menu. 
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Permitted Senders 

Mimecast keeps a list of all genuine email senders (known as Permitted Senders), usually 
made up of addresses that you email, along with personal additions to the lists.  There is 
also a Blocked Senders list, which controls messages that are from unwanted senders, such 
as spam.  These main lists are maintained by your Mimecast administrator. 

There may be times, however, when legitimate email is being viewed as spam, or you are 
receiving email from unwanted senders.  With MPP you can control your own permitted and 
blocked senders lists. 

Accessing Permitted/Blocked Senders Lists 

To access the list of permitted/blocked senders, click on Permitted Senders in the left hand 
navigation menu: 

A full list of applicable email addresses will be displayed, detailing the From and To 
addresses, as well as whether they are permitted or blocked. 

The indicators are: 

• Manual with Red Dot  

This indicates a blocked sender that you have manually added to your list 

• Auto with Red Dot 

This indicates a blocked sender that has been automatically blocked by 
Mimecast 

• Manual with Green Dot 

This indicates a permitted sender that you have manually added to your list 

• Auto with Blue Dot 

This indicates a permitted sender that has been automatically added by 
Mimecast 
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You can restrict the view to display just Blocked, Permitted or Auto by clicking the down 
arrove on the Filter drop down on the top toolbar: 

Additionally you can use the Search Text field to look for particular email addresses or 
domains in the lists. 

Creating a Permitted/Blocked Sender 

If you are aware of an address that should be added to your Permitted/Blocked Senders list, 
you can manually enter these in to ensure that the message gets delivered/blocked.  From 
the main listing, click on the Create button: 

This takes you into the New Permitted or Blocked Senders tab.  From here you can enter in 
multiple addresses to either your Permitted or Blocked Senders list: 
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From within this screen, you can simply enter email address(es) into Permitted and Blocked 
senders lists. 

Additionally, you are able to permit or block an entire domain, for example if you wish to 
allow emails from anyone with a yahoo.com address, you can add the text yahoo.com into 
the Permitted section within Domains.  Note that you do not need to place @ in the 
address. 

Please remember that once you had added an address into your Permitted or Blocked 
Senders list, the action will be carried out.  Care should be taken when permitting entire 
domains such as yahoo.com, as these may be used for sending inappropriate and unwanted 
messages.  You always have the option to add senders into these lists individually. 

Changing a Permitted/Blocked Sender 

You have the ability to change a sender in the list, to either blocked or permitted. 

Next to each email address in your listing there is a check box. 

When you select this check box, the following toolbar becomes available: 

This allows you to delete, permit or block the address(es) you have selected, putting you in 
control of your lists.  Additionally, the number of rows (addresses) you have selected is 
displayed.  Any change you make will affect all of the rows (addresses) you have checked. 

You also have the ability to modify an address in the list by right clicking on the specific 
address.  This provides you with a menu: 
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On Hold 

Mimecast can have a number of policies that can be created by Administrators, which allow 
inbound and outbound messages to be held for review.  Policies can be based on content of 
emails, attachment types, attachment sizes etc.  These policies may be implemented 
throughout your organization, or based on specific user groups who may be targeted with 
unsuitable messages. 

Any emails sent to you that have triggered one or more of these policies will be held for 
review and can be viewed in the On Hold window.  You then have the opportunity to release 
or delete these messages. 

The On Hold List shows the following information about each message: 

• Reason 

Advises on the type of policy that has been triggered, i.e. content examination 
policy 

• From 

Sender of the message (either yourself or an external sender) 

• To 

Recipient of the message (either yourself or an external sender) 

• Subject 

Subject of the message 

• Size 

Size of the message 

• Received  

Date the message was received 
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Message Properties 

Each message has a properties page, which shows you the details of the message, along 
with the information in the message which triggered the policy.  From here you can view the 
original email and then choose to release or delete the message: 

Releasing Messages 

Once you have reviewed the reasons for the message being held, you can simply release it 
from the queue by clicking on the Release Message button.  It is always advisable that you 
review the message details before releasing it, to ensure that the message is acceptable to 
yourself and your organization.  When you release a message, it is routed to your email 
account. 

Alternatively, you can click on the message in the On Hold queue and click the Release 
button in the menu. 
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Bounce Viewer 

The bounce viewer provides information on messages to/from you that Mimecast was 
unable to deliver.   A red icon represents a hard bounce, whilst an orange icon represents a 
soft bounce.   

• A hard bounce indicates the receiving mail server has rejected the connection.  
Some examples of this are invalid email address or mailbox unavailable 

• A soft bounce indicates the email could not be delivered within the Mimecast 
stipulated retry schedule (30 attempts).  An example of this is if the recipient 
mail server is not available or if we cannot find the MX record for the recipient’s 
domain 

Selecting Bounce Viewer from the navigation tree displays a list of all items bounced: 

Clicking on an item, or right clicking on an item and selecting open, allows you to see the 
Bounce Properties: 
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Rejection Viewer 

The rejection viewer will display any messages that have been blocked by Mimecast in 
protocol.  Since the messages are blocked in protocol, no data has been accepted by 
Mimecast so an administrator cannot retrieve the message. 

You can view the rejections for your email address by clicking on Rejection Viewer in the 
navigation tree, which will display a full list of rejected items: 

Clicking on an item, or right clicking on an item and selecting open, allows you to see the 
Rejection Properties: 
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Release Request Viewer 

This section is reserved for Content Overseers. 

Mimecast Administrators can set up Content Overseers to assist them in releasing messages 
that are placed in the administration hold queue, for reasons such as content checks etc. 

If you are a designated overseer, you will be able to view items being held by clicking on 
Release Requests.  You can then choose to release or reject messages. 
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MPP with MSE™ 

Mimecast Services for Exchange™ (MSE) is a specially designed product from Mimecast that 
further integrates Exchange with Mimecast to allow message stubbing and folder 
replication. 

When using MSE in conjunction with MPP, your personal folders in Outlook are replicated to 
appear in MPP.  This allows you to continue working in a structure that is familiar to you, 
giving you the ability to view folders contents within MPP and file emails that you send via 
MPP into a folder. 

This information is collected from Exchange, so you are unable to create new folders within 
MPP. 

Exchange Folders 

To view your Exchange Folders, click on the arrow next to Exchange Folders in the 
navigation menu: 

You can now see all your folders as they currently appear in Exchange/Outlook. 

A lot of the folders that are displayed are default folders within Exchange.  The main folders 
of interest are: 

• Inbox 

• Sent Items 

Click on the down arrow next to Inbox to see all your folders. 
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Exchange Folder Settings 

You have a number of options as to what you can view within your Exchange Folders in 
MPP.  These are accessed by clicking on Settings in the navigation menu and selecting the 
Exchange Folders tab.  You will then see the Exchange Settings window: 

Settings 

Mimecast archives every message sent to and received by your organization.  When you 
delete a message from Outlook, that message still exists within the Mimecast archive. 

You can opt to see the Live View, which is your current Exchange account, or you can select 
Full View, which will show you all messages sent and received by you (including those that 
have been ingested into the Mimecast archive), even if you have deleted them from 
Outlook.  Additionally, emails that have been deleted will be shown in the folder where they 
were deleted from, allowing you to locate messages accidentally deleted. 

Don’t forget that an Archive Search will also display messages that have been deleted from 
Outlook.  These will simply be displayed in a list. 

Results Filter 

Working with MSE, Mimecast regularly takes snapshots of your Exchange account, recording 
your folders and messages at each snapshot.  This means that even though you may delete a 
folder, Mimecast will always have a record of it and the messages that were within it. 

MPP gives you the ability to show your Exchange account at a time and date that you 
specify, including all the folders and the messages – a kind of Time Machine. 
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If you’re looking for a message that you remember being in a particular folder at a particular 
date and time, you can ask Mimecast to display your Exchange account exactly as it was at 
that date and time. 

Please note that you cannot reinstate these folders within Outlook using MPP, however 
MPP will always be able to show you the information. 

1. Click on Settings in the navigation menu 

2. Click the Exchange Folders tab at the top 

3. This will show the Results Filter within the Exchange Folder Settings window 

4. Enter a date and time between which you would like to view your Exchange setup 

5. Enter any relevant search text, if required, to search either the message recipients or 
the message subject 

6. Check to search recipients or subject 

7. Click Apply 
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